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Appendix A-5

1. Background

1.1. This report summarises the findings from the audit of the Main Accounting System. This was a planned audit assignment, undertaken in 
accordance with the 2018/19 Audit Plan. 

1.2. The Main Accounting System is one of the key systems covered in the Audit Plan on a cyclical, triennial basis. The Main Accounting operating 
system is the Total Finance financial management system, which incorporates a general ledger, purchase orders module, creditor module, debtor 
module, budget monitoring module and cash book module. It also receives interfaces from external feeder systems – Civica: Cash Receipting, 
Academy: Revenue and Benefits and Sage: Payroll. 

2. Audit Approach

2.1. Audit Objectives and Methodology

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluate the exposure to risks relating 
to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the five key 
audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this report.

2.2. Audit Scope and Limitations

2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was Steven 
Brown (Chief Finance Officer and S151 Officer) and the agreed scope of the audit was to provide assurance over management’s arrangements for 
governance, risk management and internal control in the following areas:
 The completeness and accuracy of financial data;
 Policies and procedures;
 Budgetary control;
 The effectiveness and efficiency of the coding structure;
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 Feeder systems;
 Journals and internal transactions;
 Suspense and holding accounts;
 Bank reconciliations; and
 System access, security and maintenance.

2.2.2. There were no instances whereby the audit work undertaken was impaired by the availability of information.

3. Assurance Opinion

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion, which may be applied. The definition 
for each level is explained in Appendix A.

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within the Main Accounting System 
provides Reasonable assurance.   

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.

4. Summary of Recommendations, Audit Findings and Report Distribution

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B. 

4.2. There are 9 audit recommendations are arising from this audit review and these can be summarised as follows:

No. of recommendations
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4.3. Strengths: The following areas of good practice were identified during the course of the audit:
 Chartered Institute of Public Finance and Accountancy Finance Advisory Network newsletters are received which advise on finance best 

practice and highlight changes to accounting standards;
 The Council’s Financial Regulations and Financial Procedure Rules are due for review by the Council’s Constitution Working Group (as per 

Constitution Working Party report to Full Council on 08/05/18);
 Amendments to the Total Finance coding structure are limited to specific staff and amendments require appropriate authorisation;
 Access rights to post journals are restricted to a limited number of authorised staff. Classifications of journals require additional 

authorisation, for example journals over £30k in value and prior period journals;
 Budget Monitoring Guidance Notes are available to Managers and support is provided by the Strategic Finance Accountants;
 Access to the Total Finance system requires a unique username and password. Allocated user rights assign the level of access to the various 

modules within the system;

Control Objective High Medium Advisory

1. Management - achievement of the organisation’s strategic objectives achieved (see section 5.1) - 1 -

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.2) - 2 -

3. Information - reliability and integrity of financial and operational information (see section 5.3) - 3 1

4. Security - safeguarding of assets (see section 5.4) - 1 -

5. Value - effectiveness and efficiency of operations and programmes - - -

6. Other considerations from previous audits (see section 5.5)
- Implementation of previous recommendations/impact of outstanding recommendations

- 1 -

Total Number of Recommendations - 8 1
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 Regular backups of Total Finance system take place and periodic testing is undertaken to ensure that recovery from backup data works in 
practice; and

 Team meetings are held fortnightly; unless work priorities mean it is not practical (staff have been occupied in completing the 2017/18 
Statements of Accounts recently).

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

4.4.1. High priority issues:
 No issues identified.

4.4.2. Medium priority issues:
 Clarification is required for the responsibility of training provision on Total Finance modules to new Creditor and Debtor Clerks;
 Cost Centres and Details Codes have not been subject to periodic review;
 Clear lines of responsibility are required for the disposal of records held in the Council’s archive to ensure compliance with General Data 

Protection Regulation;
 Bank account and control account reconciliations need to be brought up to date;
 Two suspense accounts have not had any contra-entry postings made during 2018/19;
 Sample testing of Normal Journals (JNOR) identified several data quality issues;
 HR notifications of staff leavers are received by the Strategic Finance Technician. However, periodic reviews of Total Finance user access 

rights are no longer undertaken; and
 Clarification is required on the Financial Regulations and Finance Procedure Rules for the level of consultation and authorisation needed 

when Finance officers action virements.

4.4.3. Advisory issues:
 ICT System Backup log requires additional clarification to ensure Managers can understand the information.
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Comment from the Chief Finance Officer (and S151 Officer)
Whilst the report provides reasonable assurance there are a number of useful recommendations that will help improve the control 
environment. 

Comment from the Chief Executive
To follow.
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5. Matters Arising / Agreed Action Plan

5.1. Management - achievement of the organisation’s strategic objectives.
● Medium priority

Audit finding Management response

(a) Training Provision
Internal Audit have identified that there has not been any training provided by Finance staff to 
new Creditor or Debtors Clerks and this is being left to colleagues within each department. 
Procedure notes for the roles are available on the Intranet and from the Strategic Finance 
Technician on request.

There is a risk that ‘bad habits’ are passed from one member of staff to another if standardised 
training is not provided by Finance. Clarification is required as to the responsibility for this training 
provision.

The new Corporate appraisal process (Aim High), introduced from January 2019, allow staff to 
identify training requirements.

The current Strategic Finance Technician has only received minimal training on the technical 
aspects of the role during the limited handover period she received from the previous officer and 
so she is learning on the job. Consideration needs to be given to the provision of training to this 
officer to enable her to fulfil the technical system administration aspects of the role.

Recommendation 1:

Agreed management action: 
Finance staff have received onsite training from 
Total. Purchase Order training to relevant staff has 
commenced. The appraisal process has identified a 
training requirement from non-Finance staff and 
this will commence in June 2019.
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Undertake a review of the training provision for the modules of the Total Finance system to ensure 
officers receive the required training to allow them to fulfil their job roles.

Risk exposure if not addressed:
 Officers do not receive the necessary training to allow them to fulfil their job roles;
 Non-compliance with agreed procedures if approved training not provided.

Responsible manager for implementing: 
CFO
Date to be implemented:
06/2019
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5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts.
● Medium priority

Audit finding Management response

(a) Cost Centres and Details Codes
Cost centres and detail codes within Total Finance allow for the allocation of income and 
expenditure against corporate and departmental budgets. These codes are used for the budget 
monitoring process, corporate monitoring reports and the annual Statement of Accounts.

Internal Audit exported the active cost centre and detail codes from Total Finance.  Testing found 
that there are 1517 cost centres and 1204 detail codes. Sample testing identified that no 
expenditure / income transactions have been recorded against:

Cost Centres = 8/10 (2018); and   7/10 (2017);
Detail Codes = 8/10 (2018); and   7/10 (2017).

The cost centre and detail codes have not been subject to periodic review. The new Heads of 
Service roles will need to be incorporated into the classifications and hierarchy of cost centres, to 
allow accurate budget monitoring and internal reporting.

Recommendation 2:
The Total Finance cost centre and detail code structure should be subject to periodic review.

Agreed management action: 
Historical cost centres that are no longer used are 
not available to be used but they are not deleted to 
ensure the history remains available for FOIs etc. 
The coding structure has been reviewed for year-
end technical purposes. The next full review will be 
completed in advance of the next financial year. 

Risk exposure if not addressed:
 Historical cost centres and detail codes are carried forward from one year to the next when 

then are no longer required;
 The large number of cost centres/detail codes increases the risk of posting errors which can 

affect the accuracy of monitoring reports;

Responsible manager for implementing: 
CFO
Date to be implemented:
03/2020
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 The large number of cost centres/detail codes makes use of the system inefficient.

● Medium priority

Audit finding Management response

(b) Data Retention
Internal Audit sample testing has identified that the Strategic Finance Accountants are unaware of 
who holds responsibility for Finance records held in the Council’s archive and it is unclear as to 
when these records were last reviewed. 

The Council’s Record Retention and Disposal Policy states:
 Leadership & Management Group - “Act as the Information Asset Owner for their Service and 

be responsible for records/information management and disposal within their Service”;
 Officers - “Follow the policy and procedures for managing records/information and its 

disposal”;
 “Individual services - Responsible for the information they hold and the Service Manager, as 

Information Asset Owner, is responsible for appropriate management and disposal of their 
service’s records”;

 Disposal of Records - “Records must be disposed of appropriately once their retention period 
has expired. Records should not be retained beyond disposal dates, and therefore services 
must consider the practicality of disposing of records in accordance with the relevant date”;

 “Physical and electronic records must be disposed of securely and appropriately in line with the 
Data Protection Act.”

The retention of paper records has been highlighted on the General Data Protection Regulation 
Project Group risk register and action plan.

Agreed management action: 
Agreed
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Recommendation 3:
To ensure compliance with the General Data Protection Regulation conduct a Corporate review of 
the Archive to ensure records are retained appropriately.

Risk exposure if not addressed:
 Archived records are retained indefinitely;
 Archived records are not disposed of in a timely manner when their expiry dates are reached;
 General Data Protection Regulation is breached.

Responsible manager for implementing: 
CFO
Date to be implemented:
07/2019
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5.3. Information - reliability and integrity of financial and operational information.
● Medium priority

Audit finding Management response

(a) Bank account and Control account reconciliations
The cyberattack at the end of August 2017 had a major impact on the Council’s financial 
management system. The work required to restore the system caused a significant delay in the 
completion of the 2017/18 Statement of Accounts (signed by S151 on 01/02/19).

Monthly bank account and control account reconciliations have been completed to the 31/03/18 
and staff are currently working to reconcile the 2018/19 period. The National Non-Domestic Rates 
Refunds, National Non-Domestic Rates Income and Council Tax Refunds reconciliations are up to 
date (Period 09 – December 2018) and the Council Tax Income reconciliation is nearly complete. 
However, work is still needed on the Housing Benefits, Creditors, Debtors and VAT reconciliations. 
The main bank reconciliation is also outstanding.

The Chief Finance Officer stated (as part of the Sundry Debtors Follow Up audit) that there is a 
process in place to bring the reconciliations up to date prior to year-end. The process will include a 
review of the format and structure of the reconciliations to improve efficiency and effectiveness.

Recommendation 4:
The bank account and control account reconciliations are brought up to date as soon as possible 
and processes are put in place to ensure they are reconciled on a monthly basis going forward.

Agreed management action: 
Reconciliations are being brought up to date 
following the delay in the production of the 
2017/18 accounts following the cyber-attack. 

Risk exposure if not addressed:
 Data in the main accounting system is invalid, inaccurate or incomplete;
 Data entered into the main accounting system from feeder systems is invalid or inaccurate;
 Posting errors are not identified in a timely manner.

Responsible manager for implementing: 
CFO
Date to be implemented:
05/2019
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● Medium priority

Audit finding Management response

(b) Suspense Accounts
Suspense accounts are used to allocate transactions when the correct cost centre is not initially 
known. The postings are then transferred to the correct cost centre once further investigations 
have been carried out.

Internal Audit reviewed Total Finance and identified four Suspense accounts whose closing 
balances at 25/01/19 were recorded as:-
 £39.29 - General Ledger Error Suspense;
 -£177.50 - Debtors Suspense Account (Debtors account – not a cost centre);
 -£2,386.86 - Accountancy Team H/A; and
 Net Activity £66,603.79 - Cash Suspense Account.

The General Ledger Error Suspense and the Accountancy Team H/A accounts have been regularly 
reviewed. However, the Debtors Suspense Account and the Cash Suspense Account have not had 
any postings transferred during 2018/19.

Cash Receipting audit 2016/17 raised the recommendation AR-C&CR_017 “Use of the 
‘Accountancy Team’ holding account as a suspense account is reviewed and postings correctly 
allocated.” The recent follow up audit found that the recommendation had shown on Pentana 
Performance as fully implemented from 17/07/18. However, the review of the use of the 
“Accountancy Team” holding account as a suspense account remains outstanding and so the 
recommendation was adjusted on 23/01/19 to show as 50% implemented with a note to explain 
that this is the result of the follow up review.

Agreed management action: 
The cash suspense account is currently being 
brought up to date along with other 
reconciliations. The use of the Accountancy Team 
H/A account has been clarified. 
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Cash Suspense Account is used to record Onecard credit card expenditure, which is then usually 
coded to the appropriate departmental cost centre and detail codes. However, due to the priority 
work which has been required on the 2017/18 bank account and control account reconciliations 
for the 2017/18 Statement of Accounts, this work has not been undertaken during 2018/19. The 
Finance team will need to request the details from the departments to enable them to code 
correctly their purchases. 

Budget monitoring would be affected by the current lack of coding of credit card expenditure. 

Recommendation 5:
Total Finance suspense accounts are regularly reviewed so that postings are made to the correct 
accounts as soon as possible.

Risk exposure if not addressed:
 Budget monitoring is not accurate because of the lack of coding of credit card expenditure;
 Budget overspends occur because credit card expenditure has not been allocated to 

departmental codes in a timely manner;
 Recovery action is taken against Debtors who have already made payments but these are held 

within the suspense account.

Responsible manager for implementing: 
CFO
Date to be implemented:
05/2019

● Medium priority

Audit finding Management response

(c) Data Quality of Normal Journals
Journals are used to transfer income / expenditure from one cost centre / detail code to another. 
Internal Audit reviewed a sample of Normal Journals (JNOR), Journals over £30k (JAUD - these 
require additional authorisation on Total Finance) and Prior Period Journals (JPRI).

Agreed management action: 
All journals into Total require are given a unique 
reference number and require authorisation on the 
system. Various historical manual referencing 
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Sample testing of Normal Journals (JNOR) identified:
 3/5 Journal forms had not been signed as having been checked and authorised by a second 

officer;
 2/5 the input on Total Finance were the reverse of the Credit and Debit entries on the Journal. 

Details have been given to Finance to review;
 3/5 Journals have been contra-entried as a result of budget monitoring, to correct mistakes 

(includes the two mentioned above);
 Total Finance shows that 8 JNOR transactions have been given JPO prior period references on 

the system in error. 2 have paperwork described as JPRI but were actually JNOR transactions 
(actioned as JNOR on the system);

 2 of the JPO references used have also been used for actual JPRI transactions and so have been 
duplicated;

 8 JNOR codes have also been duplicated.

The paperwork for one Prior Period Journal was not held on file and has not been provided to 
Internal Audit during the course of the audit. 

Recommendation 6:
A review of the Journal process is undertaken to ensure that staff are adequately trained and 
supervised to ensure Journals are processed accurately.

conventions have caused confusion amongst the 
team and this has now been resolved. The errors 
identified were all known errors from one in 
experienced officer that had been subsequently 
rectified prior to audit. Adequate supervision is 
now in place.

Risk exposure if not addressed:
 Journal postings are made in reverse to the Credit and Debit entries detailed on the Journal;
 Journal number allocations are duplicated;
 Journals are raised with the incorrect coding of Credit and Debits;

Responsible manager for implementing: 
CFO
Date to be implemented:
05/2019
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● Advisory issue

Audit finding Management response

(d) ICT System Backups
Backup logs are currently emailed to Leadership and Management group on a daily basis, though 
this will be changed to reporting by exception on a weekly basis. These confirm the backup status 
of the various network servers but in future will simply confirm all agreed backups have been 
successfully completed.

A reference table, to Leadership and Management group, separate from the backup logs, so that 
they are able to identify their departmental servers and enable them to verify full and correct back 
up action.  The reference table should be provided separately to the backup log to reduce the risk 
of specific servers (Finance, Payroll, etc.) being identified and targeted during another cyberattack, 
etc.

Recommendation 7:
A reference table be provided to Leadership and Management group so that they are able to 
identify their departmental servers, to verify their departmental key systems are in the controlled 
backup framework managed by the ICT Team.

Agreed management action: 
ICT Manager will provide the reference mechanism 
to confirm scope of items included in the daily 
backup framework.

All Managers who own key application systems 
must review the reference mechanism to confirm it 
covers their key application data.

Risk exposure if not addressed:
 The backup log does not provide the clarity required to be understood by Managers;
 Leadership and Management group are unable to identify whether their departmental data is 

being backed up regularly.

Responsible manager for implementing: 
1. ICT Manager
2. ALL Key Application Managers
Date to be implemented:
1. 1-MAY
2. 1-JUN
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5.4. Security - safeguarding of assets. 
● Medium priority

Audit finding Management response

(a) Periodic Review of Total Finance Users.
Previously, after a request from the external auditors Grant Thornton, it had been agreed that a 
quarterly review of the Total Finance user access rights would take place to ensure that access to 
the system was appropriate.

However, this periodic review has not been carried out since the cyberattack (end of August 2017). 
The Strategic Finance Technician confirmed that this review has not been undertaken quarterly but 
that notifications are received from Human Resources of staff leavers and that system access is 
removed accordingly.

Recommendation 8:
As per the request from the external auditors Grant Thornton, a quarterly review of the Total 
Finance user access rights is undertaken and documented to ensure that access to the system was 
appropriate.

Agreed management action: 
Agreed

Risk exposure if not addressed:
 User access to Total Finance is not reviewed on a periodic basis;
 User access rights are not reviewed to ensure they are appropriate, especially if a member of 

staff changes job roles.

Responsible manager for implementing: 
CFO
Date to be implemented:
06/2019
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5.5. Outstanding Actions from Previous Audit Review – 2015/16

(a) Virements                       Implemented with immediate effect   ●  Medium priority
Financial Regulations include controls on budget virements. The regulations include a 
list of who is able to authorise virements and the limits required before escalation of 
the authorisation process. 

A sample of virements was checked to ensure proper authorisation procedures were 
followed.

One budget virement was not authorised in line with Financial Regulations as the Chief 
Executive’s and Chief Finance Officer’s authorisation was not obtained. The budget 
virement was actioned by the Finance Officer on receipt of an email from the 
Democratic Services Manager. This email said that the Chief Executive had agreed the 
budget virement but this does not satisfy the requirement of the Financial Regulations.

Associated risks:
 Unauthorised virements are actioned

Previous Recommendation :
Management should ensure that Finance Officers apply the Council’s Financial 
Regulations relating to approval of virements before these are implemented in the 
accounting system.

Previously agreed action to be taken:
The Finance Team have been reminded by email of the 
importance of applying the Council’s Financial Regulations in 
relation to Virements.

Current status:
A sample of five virement journals (JVIR) were reviewed by Internal Audit. Four of these transactions were between cost centres under the same budget 
holder, but for individual values ranging from £11k to £100k. Although the virements have been approved by a fellow Finance officer, there is no 
evidence of any consultation or authorisation with the appropriate officers as per the Financial Regulations and Finance Procedure Rules.

However, there is a query over the interpretation of the Financial Regulations. The Strategic Finance Technician states that, although the transactions 
are referenced as “virements” on Total Finance, they are not technically a virement as they are not between cost centres of different budget holders. 



Internal Audit – Main Accounting

Copeland Borough Council Internal Audit Report Page 18
18

They are usually transfers between cost centres controlled by the same budget holder, but the Financial Regulations does not provide this clarification.

The Financial Regulations states the key controls for Virements:
1.11 b) the overall budget is agreed by the Executive and approved by the Full Council. Chief officers and budget managers are therefore authorised to 

incur expenditure in accordance with the estimates that make up the budget. The rules below cover virement; that is, moving resources between 
approved estimates or heads of expenditure.

Responsibilities of the Chief Finance Officer 
1.12     To prepare jointly with the relevant chief officer a report to the head of paid service where virements in excess of £20,000 against any individual 

budget head are proposed.

Responsibilities of chief officers 
1.13 A chief officer may exercise virement on budgets under his or her control for amounts up to £20,000 against any one budget head as defined by 

the chief finance officer during the year, following notification to the chief finance officer and in consultation with the appropriate portfolio 
holder member under arrangements agreed by the full council and subject to the conditions in paragraphs 1.13 to 1.18 below.

1.14 Individual virement of amounts between £20,000 and £50,000 require the approval of the head of paid service in consultation with the chief 
finance officer, relevant chief officer and portfolio Holder. 

1.15 Virement of amounts between £50,000 and £100,000 require the approval of the head of paid service, chief finance officer and the executive. 
1.16 Virements of amounts over £100,000 require the approval of Full Council in consultation with the chief finance officer and the relevant Portfolio 

Holder. 
1.17 The prior approval of the relevant Portfolio Holder is required for any virement, of whatever amount, where it is proposed to: 

 Move resources between budgets of different accountable executive members; 
 Move resources between budgets managed by different chief officers. 

This indicates that the approval and consultations requirements should apply, depending on the value of the transactions. However, there is no evidence 
of any consultation or authorisation with the appropriate officers having been carried out.
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Recommendation 9:
Clarification is required within the Finance department on the processing of virements in line with 
the current Financial Regulations and the virements section of the Financial Regulations should be 
reviewed to clarify the necessary working practices.

Agreed management action: 
All transfers tested were not virements as set out 
in the financial regulations and relate to general 
budget management and housekeeping however, 
greater clarity needs to be provided to both 
finance staff and in the Financial Regulations. 
Finance staff have since been trained and the 
Financial regulations will be updated at the next 
opportunity.  

Risk exposure if not addressed:
 Virements are actioned without the necessary consultation or authorisation as required by the 

current Financial Regulations and Finance Procedure Rules;
 Financial Regulations and Finance Procedure Rules do not provide the required clarity for the 

processing of virements.

Responsible manager for implementing: 
CFO
Date to be implemented:
03/2020



Appendix A

Copeland Borough Council Internal Audit Report Page 20
20

Audit Assurance Opinions

There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses 
were identified.

Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable.

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for 
address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present.
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Grading of Audit Recommendations

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 
recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control

Recommendation Follow Up Arrangements:

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up 
work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented.

 Medium priority recommendations will be followed with the responsible officer within the defined timescales.

 Advisory issues are for management consideration.


